
1

Businesses are accelerating their digitalization. Cloud computing has become a major enabler for this 
transformation, driving faster innovation, creating exceptional customer experiences, and providing 
unlimited scalability. However, cloud presents new risks and challenges which most organizations are 
ill-equipped to manage.   

To overcome these risks, organizations can build their own 

cloud governance systems. However, this do-it-yourself (DIY) 

approach involves significant risk and expense, typically 

takes 18 months or more, and requires hard-to-find cloud 

expertise. Or companies can obtain a complete solution 

from Concourse Labs, designed specifically with the needs 

of highly regulated enterprises in mind.

Concourse’s SaaS solution simplifies cloud governance, 

security, and compliance. Concourse provides immediate 

visibility of all cloud assets and use; expert-developed 

policies with extensive controls; the ability to customize and 

create new policies; preventative controls which operate in 

the development pipeline; continuous controls operating in 

real time; and comprehensive evidential proof of compliance.
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COMPANIES CAN OBTAIN A COMPLETE SOLUTION FROM 
CONCOURSE LABS, DESIGNED SPECIFICALLY WITH THE 
NEEDS OF HIGHLY REGULATED ENTERPRISES IN MIND.”
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GET COMPREHENSIVE CLOUD VISIBILITY, FAST

You can’t protect what you can’t see. However, since cloud assets can be created and destroyed in 
milliseconds, it is exceedingly difficult to know what is happening in the cloud at every point in time.  
A new approach is needed. Concourse continuously collects detailed data on all cloud usage, logs the party 
responsible for every activity, and whether it is compliant with institutional policies. This “living record” 
provides complete and continuous visibility over all cloud assets and how they are used and configured for 
every point in time.

In addition to a runtime inventory, Concourse also enables 

complete visibility over development pipelines before they 

go into production. This lets organizations detect and 

correct cloud infrastructure regulatory, security, financial, 

and resiliency risks proactively, before resources are 

deployed into the cloud. And lets developers innovate 

faster while ensuring compliance. 

Tech Tip: Click here to see a demo video of  
how Concourse provides complete and  
continuous cloud visibility.

Overview

Image 1: Runtime Cloud Inventory of All Assets
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CONCOURSE CONTINUOUSLY COLLECTS DETAILED DATA  
ON ALL CLOUD USAGE, LOGS THE PARTY RESPONSIBLE  
FOR EVERY ACTIVITY, AND WHETHER IT IS COMPLIANT  
WITH INSTITUTIONAL POLICIES.”

https://info.concourselabs.com/video-get-full-visibility-of-all-your-cloud-assets
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SIMPLIFY COMPLIANCE WITH EXPERT DEVELOPED POLICIES

Determining which cloud policies must be developed, implemented, and audited can be challenging. Concourse 
solves this problem by delivering a complete set of curated policies, which enable organizations to comply 
with regulatory obligations and industry guidelines. These include the Payment Card Industry Data Security 
Standard (PCI DSS) and Health Insurance Portability and Accountability Act (HIPAA), as well as industry 
standards from Cloud Security Alliance (CSA) and National Institute of Standards and Technology (NIST).

Organizations can use these comprehensive policy sets to assess cloud risk, both when applications are 
developed and continuously during runtime.

SEPARATE THE SIGNAL FROM THE NOISE

To prevent information overload, 
Concourse lets you segment cloud  
use into logical zones and easily  
create custom cloud asset views.  
You can segment cloud usage and risk 
by business unit, geography, function, 
application, resource types, and data  
so that teams can easily focus on 
managing the risks they are responsible 
for. All while providing a comprehensive 
view of risk, compliance, and usage – 
across the entire enterprise.

Filters Change View

Actual AssetRegion

Image 2: Asset Views of AWS Dev Resources

Tech Tip: Click here to see a demo video of how to use Concourse prebuilt and custom policies 
 to quickly assess cloud risk.
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https://info.concourselabs.com/video-automate-cloud-policies-and-controls


4

Concourse provides an easy way for enterprises to customize 

prebuilt policies or create new policies to meet the unique 

aspects of each of their lines of business, departments, 

geographies, applications, and data sets. With Concourse’s 

powerful no-code, low-code policy capabilities, teams can 

create and deploy virtually any cloud policy without needing 

to write code, understand the underlying cloud infrastructure, 

or know how the various services interact with one another.

And since Concourse abstracts policies from the applications 

themselves, firms can write policies once and be confident 

that every application is evaluated consistently and reliably 

– both during development and at runtime. Concourse’s 

policies are designed to express requirements in terms 

security experts understand, and be managed independently 

from application development – respecting regulatory 

requirements for separation of duties.

APPLY PREVENTATIVE AND 
CONTINUOUS CONTROLS

To ensure compliance with operational risk, security, 
and regulatory requirements, organizations must 
assess their cloud risk both during development –  
to prevent exposure – and during runtime – to remove 
violations and risks that result from changes within 
production environments.
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The following diagram depicts a sampling of security and operational risk domains that Concourse’s prebuilt 
policies cover:

Image 3: Concourse Labs Policy Domains 
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CONCOURSE PROVIDES AN 
EASY WAY FOR ENTERPRISES TO 
CUSTOMIZE PREBUILT POLICIES  
OR CREATE NEW POLICIES TO MEET 
THE UNIQUE ASPECTS OF EACH OF 
THEIR LINES OF BUSINESS.”
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Concourse policies and controls seamlessly integrate with 

existing continuous delivery and continuous integration  

(CI/CD) toolchains, enabling developers with instant 

validation of their cloud infrastructure code. Policy 

violations and risks are automatically identified, and 

developers are instantly given pinpoint guidance for  

bringing applications into compliance – allowing firms  

to innovate with greater confidence and without being 

slowed by manual security and risk reviews.  

Preventative testing is necessary but far from sufficient. 

Risks manifest themselves in running systems, and attacks 

occur when you least expect them. To ensure clouds 

operate safely and remain compliant with regulations and 

standards, enterprises must continuously assess cloud 

risk. Concourse evaluates clouds continuously, in near 

real time, identifying risks and misconfigurations that 

result from drift, cyberattack, error, or unauthorized use. 

This unique combination of preventative and continuous 

controls helps organizations strengthen their cloud 

security, achieve continuous compliance, and remove 

digital transformation barriers in cloud so that they can 

confidently innovate without limits.

Cloud risk is so prevalent that it’s easy to get bogged 

down in alerts. Concourse takes a unique approach, 

enabling delegation of responsibility for remediating policy 

violations. This cuts through the noise, enabling senior 

leaders and auditors an enterprise-wide view of compliance 

and remediation actions, while giving front-line experts 

the specific information they need to act quickly and 

effectively.

Tech Tip: Click here to see a demo video of  

how Concourse helps you assess cloud risk  

both during development and at runtime. 

Tech Tip: Click here to see a demo video of  

how Concourse detects violations and risks 

and automatically associates each with their 

respective owners. 

View  
Debug Info

Image 4: Pinpoint Guidance for Bringing Cloud Applications into Compliance.

https://info.concourselabs.com/video-protect-your-cloud-from-compromise
https://info.concourselabs.com/video-gain-visibility-of-cloud-risks-and-who-is-responsible
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About Concourse Labs

Concourse Labs offers automated governance solutions that uniquely help organizations simplify managing cloud 
risk, so they can confidently accelerate cloud adoption at scale. We provide a fully integrated set of capabilities to 
continuously monitor cloud usage, manage policies, assess and remediate risk, and demonstrate compliance.

Our team of industry luminaries has been hands-on building, operating and advising large-scale mission-critical public 
cloud initiatives for over twenty years and we are uniquely qualified to help organizations deliver on the promise of 
public cloud safely, on-time and within budget.

Automate Cloud Governance. Secure Visibility. Reduce Risk.
Concourse Labs automates cloud governance, protecting enterprise 
data, controlling risk, and accelerating success in the cloud.

LEARN MORE.

concourselabs.com | sales@concourselabs.com

COPYRIGHT © 2021 CONCOURSE. ALL RIGHTS RESERVED.

PROVE COMPLIANCE WITH REGULATORY OBLIGATIONS

Over the past year, we have witnessed an increasing number of high-profile cloud data breaches. As cloud 
adoption accelerates, regulators and standards bodies will undoubtedly respond with increasingly stringent 
rules and guidance. Public cloud shared-responsibility models from AWS, Azure, and others make it clear 
that safeguarding systems and data in the cloud is the cloud tenant’s responsibility and not that of the 
cloud service provider. As organizations move more critical resources and sensitive data to the cloud, it is 
paramount they can attest to the security and privacy of their data.

Concourse helps enterprises prove the safety and soundness 

of their cloud services by providing them with a living record 

of all cloud assets, including their historical configuration 

and use. This enables organizations to assess past and 

present cloud risk and generate auditable reports that 

attest to the state of cloud compliance across their entire 

enterprise, as well as a complete audit trail of all cloud and 

policy changes and their possible impacts. 

Effective cloud governance requires the expertise of people 

who are both security and risk management veterans and 

who have been part of cloud computing since its inception. 

Concourse Labs was founded to help highly regulated 

enterprises transform their businesses at the speed of 

cloud, without requiring them to build their own modern 

governance infrastructure to manage constantly changing 

and increasingly complex cloud risks.

Tech Tip: Click here to see an example of a Concourse report that details a complete cloud audit history.

Image 5: Snippet of a Violations Report Generated by Concourse.

2021-01-28
00:12:57.889

Complicance & 
Audit - Admin

Cameron+Eldemo
052@concourse

abs.com

105975
OCC - Security
2021-01-12
12:09:09.419
PUBLISHED

v0.2

Policy 70094:
Restrict Internet

Egress in 
Accounts

XXXXXXX3604

RDS instance cannot be on 
a subnet with a route to an 

internet gateway, nat 
gateway or egress-only 

internet gateway.

{”awsRegion”:”us-east-
1” , ”fileSystemID”:”fs-

ae6d952d” , ” gatewayId”:”igw-
031b52757fe2bea6” , ”mountTarget 

ID”:fsmt-
c513f445”, “routeTableId”:”rtb-

0b0b82766f647bf54”, ”subnetid”:”su
bnet-04f7a913b459dd298”}

ASSIGNED

Policy Evaluation
Time Owning Group Assigned To Policy Group Policy Template Account Violation Resources Status
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https://www.concourselabs.com/
http://sales@concourselabs.com
https://www.concourselabs.com/wp-content/uploads/2020/08/CON20-008-Concourse-Report-Cloud-Control-Framework-GW-v1c.pdf

