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Concourse Labs

Essential code-to-cloud security governance platform, unifies cloud security posture
across multi-cloud environments, automates the detection of misconfigurations;
provides remediation guidance and enforces security policies at scale.

FedRAMP’ Challenge FedRAMP Compliance Monitoring
FedRAMP certification is a pointin time. W|th Concourse Labs

Between certifications, a million things can go wrong

Only certifying annually, compliance debt Curated, ready-to-use FedRAMP control frameworks

and security risk can build up and policy collection
Effective maintenance requires continuous audit,

visibility, and ongoing understanding of risk posture [ FedRamp - GCP - AC-06 - Least Privilege

t privilege, allowing only authorized accesses for users (or processes acting on behalf of

Concourse Labs Value Proposition S
O FedRamp - GCP - 5C-12 - Cryptographic Key Establishment and Management

Provides out-of-the-box, ready to use policy
collections to cover FedRAMP controls

Continuously enforces FedRAMP controls by O FedRamp - GCP - 5I-12 - Information Management and Retention
automating compliance checks NS i e e IR Ga LR autput from th
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Streamlines FedRAMP certification readiness process S
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Provides point-in-time and continuous
security posture visibility

ptographic Protection

nization-defined ¢ ic usas]: and b. Implement the following types of o

Ensures FedRAMP compliant environments stay
[T FedRamp - GCP - CM-02 - Baseline Configuration

that way in between annual certifications

a. Develop, document, and maintain under configuration contrel, a current baseline configuration of the system; and
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Concourse Labs Solution
Continuous Compliance & Assurance Easily update controls and policies as FedRAMP
v Allcompliance standards & policies-All at once requirements Change

+ Complete,closed-loop complaince automation
+ Measurable and quantifiable

Visibility into how controls and policy are created,
applied, and audited across the org
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Security Through System Integrity

COMPLIANCE

+/ Critical security controls

~ Detect drift from approved configurations bore Losoryea e i o sy T [ upssnd — |
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 Seamlessly integrate into CI/CD pipelines
+ Block non-compliant configuration from being deployed
v Give developers remediation guidance within their
exitingtoolsand workfiovis Automated FedRAMP policy checks integrated within CI/CD
pipelines prevent deployment of non-compliant configuration
Efficiency - Avoid FedRAMP compliance debt buildup and provide developers with real time remediation guidance

between certification Post-deployment, runtime monitoring ensures deployed

Risk M|t|gat|on - Stop dep|oyment of non_comp”ant Configuration infrastructure remains FedRAMP Compliant, aIerting to dangerOUS

] ] ) changes made outside of approved deployment pipelines
Realized Value - preserve FedRAMP security posture while

facilitating cost effective rapid recertification on demand Granular risk surface-based approach supports prioritization

of risk and remediation by line of business, department, cloud
Outcome - Demonstrated proof that you are operating environment type (e.g. sandbox, dev/test, and production),
in FedRAMP compliance or business application
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See, fix, and prevent risk
for any application, any data, on any cloud, at every pointin time
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See It. —1— Fix It.
o |dentifies security risks on any
cloud and in any infrastructure
or workload

e Provides real-time remediation
guidance

s real-time,
rk, actionable

Finds misconfiguration risk
during development and at
runtime

Transforms cloud security
posture from manual
fragmented and opaque to
automated, unified and
transparent
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e Integration into development
workflows prevents
misconfiguration from reaching

deployed environments

Continuous, automated
monitoring of runtime
environments detects risks an
drift from compliant state

While others take a fragmented approach to governing cloud risk, Concourse Labs unifies:

Asset Inventory

Infrastructure-as-Code Scanning

Continuous Runtime Monitoring
Remediation Guidance and Tracking

Compliance Posture Management
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Policy-as-code Lifecycle Management

Automated Security Governance
Across diverse clouds, technologies, stakeholders, workflows

BUILD-TIME

SHIFT LEFT PREVENTATIVE GUARDRAILS

RUNTIME

POST-DEPLOYMENT MONITORING

SOURCE CODE MGMT CI/CD PIPELINE
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Give developers real-time Block taC fry
remadiation guidance code repositories or baing deployed
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Enforce unified security
contrals and policy

CLOUD SERVICE PROVIDER
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Continuously manitor clowd for
landing zone, network, workload, and
protection
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‘Comprehensive visibifity and
auditability

Copyright © 2023 Concourse Labs. Allrights reserved.

For more information visit Concourse Labs - www.concourselabs.com

contact: info@concourselabs.com




